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ABSTRACT

This paper has experimented using News sample video with QCIF (176x144) resolution in JM v10.2 code of
H.264/AVC-MPEG. The region of interest (ROI) to be encrypted occurred the drift by unnecessarily referring to each frame
continuously in accordance with the characteristics of the motion prediction and compensation of the H.264 standard. In
order to mitigate the drift, the latest related research method of re-inserting encrypted I-picture into a certain period leads to
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an increase in the amount of additional computation that becomes the factor increasing the bit-rate overhead of the entire

video. Therefore, the reference search range of the block and the frame in the ROI to be encrypted is restricted in the

motion prediction and compensation for each frame, and the reference search range in the non-ROI not to be encrypted is

not restricted to maintain the normal encoding efficiency. In this way, after encoding the video with restricted reference

search range, this article proposes a method of RC4 bit-stream encryption for the ROI such as the face to be able to

identify in order to protect personal information in the video. Also, it is compared and analyzed the experimental results

after implementing the unencrypted original video, the latest related research method, and the proposed method in the

condition of the same environment. In contrast to the latest related research method, the bit-rate overhead of the proposed
method is 2.35% higher than that of the original video and 14.93% lower than that of the latest related method, while
mitigating temporal drift through the proposed method. These improved results have verified by experiments of this study.
Keywords: H.264/AVC, Privacy Protection, ROI Encryption, Drift of Video, Minimization of Bit-Rate Overhead
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=

Zefo] 2ol 4 NALS #ltiel NAL unit¥}
o8& 7IA 2 3= Payloads® 7%t} NAL
unit-= "ol FFHY AAE EIe FETE
oF AsFA wlelEe] Hag ZoRE AxE
RBSP(Raw Byte Sequence Payload)2] 3l
o] dlolElE E3}= wle] Eolt}(7)

NAL unit type< NALel| ¥3%+= RBSP dl
ole] 724 FFE At VCL NALLS °]=g
NALE® NAL unit typeel 1, 2, 3. 4, 54
NALE2 VCL NALZ A=z, vz NALE
< #] VCL NALe|g} g}, AlFdo= H.264 %
Zol4] NAL unit type®Z NAL Wl-&3} RBSP
T TEe 53 2k NAL unit type 0
oj=le] 9lA] ¢, 1~5+ IDR 34 iﬁls}(ﬂ 2
33bgl &Ejolx, 62 FF A AR, TS Ak
W A3 82 # W A, 9= s A4, 10
S AR EF 118 2EHY E 128 Ag 4
do|El 2 = ¢ ‘}l‘ﬂr[ ).

NAL unit stream< NAL %59 Alqf2o]
o} aE]la wle]lE AR~ FUE R RBSP7E
Payloade]®, RBSPell& A= & Aol &t
o] dloJealdl, o] LEjo]lxe] AL Fig. 1.3
Zt}t RBSPel= SPS(Sequence Parameter
Set), PPS(Picture Parameter Set) 52 AR
¢} IDR Picture®} non-IDR Picturee] gt &
glo]~  AH7} FAEe] gtk zEm IDR
Pictureell= Slice Header} Slice DataZ o]F
o1z glom 1709 Slice Datax 2l 79
Macroblock oz =i it} & vlm22E8ES B3
-5].7] X—]oﬂ Uﬂﬂi———i /KP(]— 61—/\7]. uﬂﬂi 2 B3
= 913 27)38) AE e 55E -45]' W
9 27|37} b, NALZHE ¢lo] uisoA

2]

e}

¢

1o n°"



314 W st A iAse H.264 9%

o] nlEHo|E oeE A3} uhy o

7k AR EEL] B E 9% e etk olF &
Re HE 3 2EES 3530 7|4 B3d
ole]9} wimREE mEol A9l HEE ]85
g 2R ERe] 55 JJrzéé FRgH5].

RSBP9] deJe F%= RSBP HE HIES} 071
olake] Hi FabA<l 04 HEE] Fo] Fran
55 s deole HEESY A9 HeE 4
vt nulldl NAL 291l A3t = A9 vt
O|EES Tl ovw]EAl Hloly] Fxolth(T).

RBSP % H]|E(Raw Byte Sequence
Payload Stop Bit, H}|E Al 7} W& ¥
E)e dlolg vEEY A9 Fol i vlo]E A

2 7R EAlse 19 3 2= v Eo )
I3 RBSP W& HlEe ¢s] RBSPY &5 &
4 oltk. RBSP W dlelg nEES wxd 2
$1%]+= RBSP Hlolg Fx9] £H/ Ad wet vt
21 v EZE Qo] opd 12l H|EY u RBSP HE
H|Eo|n] & £& ov|dly]| wjtelch(7

SPS NALdl&E A|#AA Wt ‘IXLEI—Eﬂ =

23t DY . Fx =] s, e =
7] 598 ARI} B o= InterpretSPS &
7} H]E’\Ea"ﬂ/ﬂ ZF g ARE Bodslhs 34

oA A= cH5

PPS NAL"ﬂt sl W4Eo] SPS NAL oh&-
o7 ARE =, &t a7e] e, dER
33 WA 55T g AN AR 7] A5
) 8x8 W3 e ARG ofF 55 dEFE AR
7} E3H). o] SPSelAe} miEiA R, Bl
W o 2 InterpretPPS &7} H]E/\EEWW z
W ARE Boshs IAolA #a=(5

I~

2.2 H.264 H|C|2 #57|(2AH) 7=

Fig. 2.= H.264/AVC-MPEG?| ®tj& ¥-3
71(Q13H) 7325 vepd 5 telojaze|ti6).
H.264/AVC-MPEG?| d13d dae]Fels e

l‘

2EHS b5 olzy FAS 7] SJdAE Fig.
2.9} 22 A& AAof gt}
A A, Raw Videod 33t 84S Zol7] $I3t

s W QlEZ °1] = F9(Intra Prediction
Coding)& 433t}(8). o] IALE DCT(Discrete
Cosine Transform, VJ ARl Wsh & i o
ko] IR RS Fulpodd o wsieie}, S o
g2 =& Fylrtjel DC(Direct Current)9} o

Inter / Intra

Raw Video

(Input Video) Bit-Stream

Mation

MathIutk Frame ! Motion
Estimation| i

I Vector

Fig. 2. H.264 Video Encoder Structure. This en-
coder compresses bit-stream (6).

Fyledel AC(Alternating Current) 2@ 1
A, ZHY dlellA A= o143k MacroBlockZ
3 "}, 283 Quantization (kb ¢l 94
ACe} DCeo #R3} zkd& 7IAwA] Prediction
Modeol <&l olAlsl & vWlzazE2s E8 H=x
A Fo] 758 A%, 7IEAE DCx= I, ACE =

A FH9). ol DOTsh s AHe o84,
EAGEE B ek ol ol Fd] Fhy do] 53t
A YEEEE FelFe

%= A, Raw Videod A7t FEAE Zo)7] $]

1 i A | 011‘3* #4 (Inter Prediction
Coding) & $aTHE). d&se =aql o] 3
AL AAT 5 ‘%)\E% 2A 4 A 2
NS 7|22 slo] o]FofzIct, o] wA|olA BAd

B A3 Bl AamEE S 2z
R N R ELCRE!
225, malg), wAE geldA o4 sl 7
7he] W95} wsaiA ) ol Rl e,

A AR HA S oA e B o

2 e v EAEYA FAAH FEAS Fo]V|
23 ez 4 (Entropy Coding)S 8so}
FH8). Aol AR A 58} o] 2ol o)k
b 7bsd & mgHoR Ans FEsiE A
it HEEL HA4 4ot 2 dEZFe Y
I oo Hoke AL ofuig) oA =],
H|Ego] dERI 7I7YALE h5Fo] Hrhe
As Yulgt) & 4FES Fol7] 93 dEZY
& 58 FEA 4S5 sk, olF Tl <9
HEXERloA FAA FE4E 24 5 A H=
Zo]t},

AE vt vl Ego] 7pAe]7] wjie], H]E
2EfS aAE AdE Afs] fei= ¢k 2
o] HIESS Alold dart oot wepA AF HF
choll WHE 7o vis] o] Aol webr] kAt 24

o] w5 zAste] vELE Aot



A B 1 53 =A] (2018. 4) 315

2.3 H.264 HIC|2 |37|(C1RH) &

Fig. 3. H.264/AVC-MPEG®] H|t] & %57
®zd) 725 vl &5 telojaio|v6].
H.264/AVC-MPEG®| t]2d dae|ZelA st5%

o
o] AL ¢5H W|EAEFC] H357]9] qjHo
2 Foledl, #3719 odeor dASE 3}
Y9 CABAC(Context-based Adaptive Binary
Arithmetic Coding) #¥& #Ax 474 o &
219l oSl wigt At 2 ®ARS gt 2|3
AefAtstel ADCTE et olzldt HAAE o] Fel+=
[

[<)
sk s ek, mreb) BlmeE oAb HE
o2 #5% 4 gk

Compressed - Video
Bit-Stream

MacroBlock | Frame | Motion
! Vector

Fig. 3. H.264 Video Decoder Structure. This decoder
decompresses bit-stream compressed (6).

g & NAARE BRIy g8 gz
Aastedwd ) slwd djale] #AAGd W E o}
o} gt} B oA HAGd S gF o
2 AAsT o 4F 999 vmzziE A%
W2 Alde] A d3 ¢3S st 2
T Hd 9 Ao 8] 9lE u #AlY
odo] Ax9} 7E FJARA GGz s}A3}
2 B335 APste WY o)),

ol B A7 Wl 7E AFEY F4H
3 Fede] gl B QA7 Wl i3} ol F
zEzeZ ¢3}sin] Telze A It
AA dAe vlEHE eHH=E FrATE=
Zoltt BAGAL AEsr] 1T WHS B o
To Bz oukgkst o2 FRo] glt}. Y& &
o, dukzrlo g AHE AgAS o] L3 Haar-like
o EAA A&(13)% st dxeE T B4
Jdd(dF) #HE e MaUARE HFEE
wh WA Z Al e b dakske] 71

A e Qe WA 7

o= FHAF(2)(91(10)M= d=+ HZE
WS o] Helel E£3A71A b, Al
g NAARE BRI Wby 22 o) ¥
Asle celzES 43 Y vlEHoE ou3
=9 whge] tig s Aol FFsle] o8}
t B55eM & 4 9t B A E w3 =
| ZE stslel HIEHo|E w439
HA o AFetn] H.2649 2A¢ o= 2
BA A9 2HAH B 88 A, 3
HAAF(2)(9)(10) 5 AF&slte] w4 3=
ol AFstgc. B ool4rel =z E H]EHo0]
E oWdce 43 wAE Aty A 2
tf gl WFeA AA =Eow w77 $]
., dF 993 g DAY A& vy
el &% d7z AP o},

2.5 TAANA o535 Al 53}

FHe dF(2)eldE G & Ade] shed
MR 27 FAG9E gxdlstr] A4,
ze F AAZ G4 d3IE EYT A
FAE Fole Ao 23S Tl

ot%

Wb 4t el ghEshe Qe ol el s
o], H.264/AVC-MPEG 9] 9l3d dae|Ze|

3}
EE Uiel wE 3 EE A o)
3} 49l RC4 ~EF |l

71el, Azt ® °§*j‘ CEQ‘%‘
< Afste dEQZL Ags2). =7
H.264/AVC-MPEG®] JM v10.2 Z=°] NAL
TE7F HIEAER YA oR o]FolA 17| e,
HA71E 7] 2EHe R el Bads st
oo} ko] H.264 %342l d1=2H
o|#A RC4 ~EX ¢35

1 ° h=}
2 Aldsta, 7] 2EYS S| AR F

r
o
)
e
N2
24



w
—
(o))
e
>,
of,
18
o2
folr
Y
>

HASHE H.264 94ke] HIEOE enjs= a4 Wiy A7

fo o gt O R
o KR e
o=
}O‘l
ol

=
54 el gtEshe o] 1 o9 doem A
A WA He Alo] ERjxElltt & d)x

L7} 5
HAAG A A et et e dako

A7} =22 E(Temporal Drift) 2 vdch, 37k
A s ZEE 3h o] 9AF Az &) Al A

L=
ola, AZMt sRlZEE 3 7 QA Hxel 9

=

.264 Video Privacy Protection Method
Using Regions of Interest Encryption” ©]
e =wolvh(2). IAdY usE Fysln

d
dEstz olsl, WA oz AlEHe A

cexE A4 EelmE $Alsh wEdeE o
HAEE 987 BEe OF mroms R
A5k W EAR o 7 AR Aeleh,
A 2 mge] Q7 wah Algkshe e Al
Sz ARA LB E g8 Ha B AT
()] A% A FQabA AR selzEs)
WA g e 2R Adshidn. 2R
SAE A HE EEET Adee dgToR
A7 waste] 279 wEdolE 9
= oBAEe HE Aolge] ¥4 A3E 23T
Zelrh

I
A A A /m/ A [0 Decoced pictures
Decoding | P P P P P Pl 2] Encoded NALs
Encoded A d L~
I picure reconstruction
bitstream

\—,/
|
7

- - X P -~ e L
- - - - - - -
Encryption -~ i el A e :
1
’ phipl it ipt bl 1o} Encrypted
[
)

bitstream

GoP Inter-predicton (X)

Fig. 4. Re-Ilnsertion method of encrypted |
picture(IDR) per 1st, 16th, 30th picture
sequence in related research (2].

A ER|xEs ARM} Er=EsL st
AAT(2)M = AP =R|ZEE FMO W
o2 BhE Azlew oule] mlEe]E e

fr N

W, AP EelxEg 2shs)) Sld
olFel 1 %A% F58E ohx, Fig. 4.9 o] o
w34 1 FAE 1A w150 w2 304 A0
oh AARlsHs e ARk Az EelxEg
Sefehs A9E sodek2). 1 A% Ay Eel=

3 2 7710t

3.2 BHHATO| Bijt-rate Overhead Z1}

AR =R ZES gA7)7] S, AAdSE o

(e}
333 1 XS 144 == 15WA == 30HA v}
AArIEE Aol oAk AA 9] Bit-rate Overhead

Table 1. The results of Re-Insertion method of
encrypted | picture(IDR) per 1st, 15th, 30th
picture sequence in related research (2).

I picture Average Bit rate Encoding

period bit rate overhead | time increase
. 146.94 "
no applied Kbit/s 0% 0
[ picture / 161.87 Y
+ 0,
30 frames Kbit/s 5.42% 1.56%
I picture / | 180.53 11.56% 5 37%

15 frames Kbit/s




A B 1 53 =A] (2018. 4) 317

S_é_ o‘:)])\o]_;q_ ‘%ii]—ff}—‘,f— _—ﬂ_}g ogoj‘g] uJ_or]g]_ H.264 Raw News Video H.264 News Video
Qzd W Sl wel A wvich el e
U A A

4
B
% gt
Asshe 9
Wal7h chol sl 15900 AR 11.56%
7kt 30W Aol ANArelAl 5.42%7F S7Fekad Res‘m;";g;";'g;;h_mge g
o AAZ G s F Y 2EelUe WES
a2 A% o vEdels enssst olgER 2
A HhdEle AL AL A vl ko] BEI ) Fig. 5. The Scenario of realtime video
AL B 20 A S A m TSSO e e v
AAarslehs HAle] wAldl wel v Edo]E enfd= Interest) after the encoding of restriction of
WAgo] dASIA] 9ty BEFASA HAEE e search range of block and frame within ROl
A2E 2pAe] QbdA S mAE 2 ol7 9)3S 1k about Ithe reference of motion estimation per
each picture.
A 7 s EAR
mebA 2 mrellAs AT 2)oM AR =2 b BEshe 2 A 538k Zelr] W
ZES 7] flste] Akt dEskd T A of gie] WlEdH|E onjs= A= o]
Aatslske WA Al v Al o R AR =2 si7lell, BlEdC|E ens =g Has)slee & o
sE} wlEYol= eueeg Folx AAZ A 2 Fo Zalo] wel Aae s et 2eh) W
e A4 A 2w oA} vl5] 27k gk 5 2 A 5 YR GAk AlEY 8ol s
ol A= WS AR, A, 24 BANA GESE & W AgR 7] 2E
Y3k Aol 2 gl FEspE E B )
V. HiretH AREE 3 Hele] vIEAERS XOR At
W, Be has) Hx e BN A Qe
4.1 RIQHSHE MAIZH Y& AER|Y F AlLk2|2 G4e H5 5 gt
oo} e Arjeled Bl 2 ool AY Az
Fig. 5.0 5t &5 o] i =iellA 7l L ools} o] Y AFRrke HEHC|E on
ek Al e, mlEdel s onise WA 3t Aerh SR 2% Fleteg ae, Wl
Aol fl= Hoshe Alsjsta YEAaS Bleid = F(2)9 vlE0|E eWdE Hrle Hdgdow 7+
ZojA v EHe]|E enjsle WAI Hae] gle o 2A)7) = wreke =Fslwal gl
B3Rt g AefellA Aol Ade Alysislet
Ak 2 AAqvi sk ¢4 o3 4.2 BAYY 53 0% Sa|TE(JZH, AIZHY)
A0 disl] #Aalede] el Block¥ Frame®]
L A7) e e Frh. 22]aL o F celzed gi3le] $13 7S oud Ax A4st
off Aol ka9l WA dH e el dis RC4 A 9dar, Q= o]Fell H.264 kel Tildeje] =
~ET 33E st vESAE F3 dEsid ~EE RCA 3315 s =W Fig. 6. 49 323
rke] v EA~ERS AEget 2 $A9 gt c|ZEQ} A7} se|ZEs} g whAlElA Sk
9w EA i8] FL3A Block® Frame<] ololr Mt Er|ZEE 3] 98] B A}
A 99e ARshs Uage gt PAAT2)E FMOZ 24%6}1, Azp selzEg gt
T dve dEsE A =elzEsh P skp] o 2 dvel FATE AR ohe e
tn] =f|ze sAue] Frlel uwEh Aol 283t AYS Ak} a8y A7) =RZEE sk}
S7Hd mlEelE 2H = HAisbrl Fx o] & uf, M2 2wyl ofs] HAE= v EH|E o
webd vEda o)A ‘Jﬂl"d 22 A A =g wal A she o) AgAse masin



318

JAre] H|EFo|E 9H3|=

A28 Wy AT

Fig. 6. The drift (including both spatial and
temporal drift) caused by the motion estimation
of the ROI encrypted after encoding is occurred
to spread to the non-ROI.

4.3 FMO & 0|

Jor
oH
N
0
In
ot
[El
(m
ro
_I('JL
=
-l
ok

49¢ 9 Fol, Wl s o) g ==
EE 95 ngg RelErh F 9ol 2xre o
S ]

2 WUYAOR do] ejols 1ES VIR B
afel vpem, olole] WS WA
stel 149] drefolss 2oz elsfol et of
97 grEshe] A, el SR uelA & e &
Plolx 2FOE KA oR Fejale] Ame HHe]
445 7 FMO wAelsh @H2)(9)(10).

MO A1 Agate] sl sl el g1

on] HlEYo|E oudr H
9l

fl

Reference in One Frame

Fig. 7. FMO is applied to mitigate the spatial drift
occurred in the encoder process by re-Implementation
based on the code of JM v10.2 similar as related
research (2)(9)(10).

4.4 'H.264 BN JQIHE S A AlAY FEE

Fig. 8.2 Algksh= Alddapydo] w5 z3ksl ‘H 264
gdak MR BFS 3 HA AxdE FEREo

o}, B FEEolE Part.1.2.3 IFAHOE o] FoiA]
9lew  Part.1& ¢13H %, Part.2& dFd
%9 o453} F% Part.3% vlzZd Fxo]t}. Fig.
7.3} 7o) elzy] Ao FMO 7]¥e] A&¥ . 3}
W 37 selzEs) esbsw s 7F Ak
CE|ZEc} v|EYo|E W =E A3 ¢d
5ol Al A A AlxE] FFREo|c)

H.264°] B|EH0]E Fioi= 114 H|Ed o] Ee}
7h Bl EHO|ER AT 4= 9lc) AT g4 ~
Egys A5 o, dAddely B
o A8 A 9A FAS
a3t} wEbd H.2649] &
A= 74 B EYO|EE E =
AsslAl ed7] Sl&l L] AR & 4F
(DCT, <fArsh) o} F-<4 13

t}. 7pH w]Eo|EE H 2649 £29) <= ¥ B
2 B4 whet, ohs ZE]lelx] RAlsle] MAF
Alef] el & Y ®AFe] ZxrE o} yPHA SR v E
golE7} dojib= AL WiH12). webA Ak
71w EdHe 1 EZ #§38%,. Encoder_Part.l
TZoll AR WAL Aol g}

ool wjz} °J#E S Azl s Alflsta 7}

W ou|EdelE Hsbl el & Sl TRoR

el o& 7 ®Ae]  doj}E=  Motion
Estimationel# 34 7+ =z FE(Fig. 8.9
Reference: MacroBlock, Frame, Motion

Vector)< W7gie}. 3p4 ZholM $aledde) 2=z
e odd-8 Block® Frameol tisl #lghstoza,
vl 3 SRR AR ols dxd
o] Fof FAFSE tuststy A, hstE A
cdofo] Al WellAe} mjFildder EF st
A AxEe d4-E = 5ok
Fddde] Block¥ Frame & ©4 49&
A elgh o]9]e] ool tigk $-2Iq) ool leYE
% Framess Frame Memory "HIE &
A== A4S 7RI ol¥ A A 7P w
o|E7} AA=E WA Buffer skl A w|EH
o} A g FHFgAow SA/FEA e
H.264 ¢4+e] vl EAER0] BHEoRIT}
the2 <3y o] Ao Bzt RC4 2~
Ed ¢33} = WA (Encryption_Part.2)e]c}.
7149 tEslEle A 7|FL odAke 7+ =ZH|g)
vit} W22 EES Felsii, &Y mja 28]
Idde] Ertolx aF(FAYEES A= 0,

~g1m
LU [ R O




A B 1 53 =A] (2018. 4)

319

.Inter / Intra If Macroblock
il | ROl slice group 0,1
Raw Video | 1 Buffer —» Texture
(Input Videg) Trugalse
Quantization™ L
Bit-Stream
RC4 stream Key
Reference Encryption Stream
MacroBlock! Frame | Motion

Restriction Search-Range [}

I Wector

)

Encoder_Part.1

Encryption_Part.2

v

Com pressed

4>|CABAC H Qua‘ntizatmn‘ll—| Der—t

Encrypted
Bit-Stream

Motion |}
Estimation

v

Reference

Vector

&5 @D‘@D

s

Macroﬂlock Frame ,MUUU"
!

Decoded
Video

Decoder_Part.3

Frame
Memory

I —
Restriction Search-Range

Fig. 8. The overall
(Part.1:

o el xEls] 3F: 1ol EqHe] = Aol vl
chioleh, 2dslel ek sk 7| 2= @)
XOR%4HS E3 RC4 t33tE shw, £dse] ¢

A ke e o genld $AA02 G4

o] vlE 3 Vieh(2).

"‘-}Iﬂ' TZ WAE AXL i, I o2t
] F% wA(Decoder Part.3)elth. tlZy +x
HAle dFZe Fx wAY Aeelrt. H.2649 T
Y 2% daE|Edd g3 CABACY F£4 45
Sl ‘474101]*‘] W’“"“’] o]l

=abes|

UEE

Izl —.° Z}i} ADCTS Esﬂ E YA
g IPPP E}gloz =3 =k
| s+33}% H.264 News %

olx.o
a2

E
L

T T

L‘i
EJ
i
>
o2
12
o

o>
>,
o o o S © 2 fe

ol

2 o

o M o

o ol
1>L ol
K3 -
= i

4.5 Motst= AlZHe

A 999, $49 A3 2w A% P
H.264¢] £3 d=e WAl 2 4 F shtol

system structure of the proposed 'H.264 video privacy data protection’
Encoding process, Part.2: ROl encryption process, Part.3: Decoding process)

giinil =2 BA
e v} A% v} o Fold o
sl9] uhg cjels] M4 ghE el oa) A
27 WA AT Mol Wkl Aol Hlel.
oA wH v gele

S AY 23kE A ghe] o] Eal=
kAl o3

o] AR =elzERk

[e]

A=, 27H-4 Eaﬂ%‘ o MO—4 EE}C’]Z\— i
FEAE, 247 ROIEMIES)
) DR deplid AR, ROI 271}
non-ROI & &gte]l~ 2% 0,1,290 & 3709
EEfola aFo R Helssich AR, 27H4 ROI
ol Z#| Yol g Block, Frame?] 33 &4

T T

| =2

2702} non-ROI(H]

L

g



320 TS st A BASs H.264 342 vEe|E enjsle H4s why A
T-(9)(10)9] <4t ¢tsskd [9AE 54 7=
Reference ReStriction Current ~ ~
Frame 1 Search Range Frame 2 Aarsdshe #HAl FAAF(2)9] A E F 449
AT T =5 1o B glolulwlel Alslto
- PaN N 2757 Fig. 9.9F 2 £ Alokiye] Agds
Referefce Current - _ - - -
Block]1 siock 2 |l Fasje], A7 EelEE st Hi APE vl
s34 shlek
Groip P
10 AE e 29e) ez (FAAY 207 e
Slice| Group 2 Slice| Group 2 oI A}0 a= oﬂ SAe 2
nanRO) 4 | (Bnans»kch ' News @4-& AHgslsla QCIF s 7
k\@_,/ B oodakel 37)E 176x144, #AldFe] 37)&

Reference Current

Fig. 9. The proposed method to mitigate temporal
drift. This method restricts search range of block,
frame about the reference (4)(12).

do& Agkskslct, 222 1719 non-ROIE oA
_— -

ZH el digh Az g s Hee] qlzd B4
H= v sgsksint
oAl wbHel ofste], olzy F okmsiE 19
2o A nE zygdri} dg BAld e
3], o]A-aA ZH Y 7ol BAIAGT} vHAA A
F}e] Block, Frame B4 W$le] Axdxr) dofut
2 oA e}
V. Hiotdieiof Alsizdnt
5.1 Zi2to| Algutio] M2 =2|=E Hn}
FUg 0NN tE3tE A @ et
o

stz sput A3 g4, FMO 7S 483 A-ad

2709) 32x32, W2 AlEx B2 IPPP #AL
2 PAAT(2)9) FL4 2AoE A
od=d, k=3t v3id e F H A= ﬁﬂl
g F 100 Zdeldl, olE <=
Aol g vIES bl oF 20 i?—ﬂ%‘ XéJJP
= olet. o714 dEddT-(2)9] WHHE 30 ARt
kel HAE Ak sksledl, 30A, 60
A, 90kt A7k =Rl ZErh g A5 19
A2 3bE| QAR o]wuie} v EL] F7)= ket
3t5iel IDR HAREE 348 2 25 =i

w2bd Fig. 10,2 #A3ATF(2)oH At ===
=7} 2A e %e& A4l F71) vk A
A AAel 29Z#H Y, 59=H A vt =y Ylal

99zl g FAstglel. 59zl A%, nlHAl

Al sl vl A Welvh destd A

At AAA HHA vehd Az ERlzE
ﬂ«l EE AR ahelA = skl

rlr r

pati Proposal
Original + TS pzlraDInﬂDrrf-t I Temporal Drift I Related I_@search I (Frﬁo+
(No apply) emj " | (@pplying FAVIO) | (FMO + Re-insertion per 30t Pic) | Rest;;céllzzi(saie?:;::(einge

Fig. 10. The analysis of the comparison for the difference of the spatial and temporal drift of each
method according to Original(no apply), Spatial Drift and Temporal Drift(only encryption), Temporal
Drift(applying FMO)(9)(10), Related Research(FMO + re-insertion per 30" picture)(2), Proposal(FMO
+ restriction search range of block&frame) using News sample of H.264 video.



A B 1 53 =A] (2018. 4) 321

glZE g BolFa girh | o]oiA

e 3 BT(2)3

hpyels A Agstel APARHE met
ol 34l FAAT2)T Al FMO
4180 o

M X & © 0 o
2
o

g ERZES Bs 28 7, odolo] WA

£ A7 selzee] Wals A4 B2
wpgs} Aebe) A% Azt s Aoz ¥
Lat7] G5l oi7l4 A4 =eZEE S8k
7] 913 AHgE 2ze] Aol b wlEdle =g
3olsl H9ieh

43 A% A SeEEE S8 o s
9 A48 FMOZH(9)(10)€ FeeixA £
ok, welw vehhs B4 s 2 AR =
g ZE WAo|glr}. o]= JM v10.2 =AM =
vle] gashel FAgels} nlaAe Alole] 44
N53} Sggelol e tlarle] g9 Bt 2

2 wstel] dofub= o]t

B o]qr= Fig. 10.°l4 Spatial+Temporal
Drift(Only Encryption)<} Temporal
Drift(9)(10)2} Related Research(2)¢}
Proposal®] 59=#H & ®ad o & Qo). 5934
19 wjFled g gl e 249 =], ¥
2, FAdG e HAA = Wl 29= %2 99=
g lel vl gds] th2w Ak e Az =
gz e 77| w3 59z oA =A WAt

e, AA ZHdellA ISR A= B3t

gegels] ggle] 7 AW 59wl Al
wpge] ThE BAAT2)(9)(10) wm] Az =2
ZEZL MAEE BEh ARHeR FelE: Ae
% 4 oleh. Fig. 10.9] Eelxe wsje] 474
Age $49 o5 2 w4 B4 TS ge
A, Ale] WAL o3} kashE BAsele]
HAA B zasle] EAlsh Rzl ola) s 2
]

o
[\S)
e
wn
=2
P
Hl
=
EH
MY
_k')j
(]
Lok
Hn
N
U
N
H

Table 2. The difference result of the resolution
of PSNR by each method using News video as
the sample video.

(Unit: dB)

Experiment Type |PSNR Y |PSNR U|PSNR V

(Original) 3647 | 3972 | 40.23
No applied
(Spatial+Temporal

Drift) 7.65 10.86 11.27

Only Encryption

(Temporal Drift)
Applying FMO (9])(10)

(Related Research)
Re-Insertion 8.12 11.70 12.70
per 30th Picture (2]

7.78 11.04 12.18

(Proposal)
Restriction
Search-Range 8.23 11.87 12.88
of Block & Frame
within ROI

(PSNR Difference)
The Proposal 0.11 0.17 0.18
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Related Research
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Table 3. The difference result of bit-rate, overhead, and encoding time by each method using News
sample video.

Experiment Type Bit rate Overhead Encoding time
. . 0/
(6] 1 . 0%
I[\Ior;gui?eé 69.64 kbit/s Total bits:454248 bits 0%
pp (I 32736, P 421304, NVB 208)

(Spatial +1.24 % 9
+Temporal Drift) 69.69 kbit/s Total bits:459916 bits 2 4:8 40'?970@ )
Only Encryption (1 96280, P 363428, NVB 208) A0 sec 15,56 Ips

. + 191 %
(Temporal Drift) . + 41.06 %
X 69.72 kbit/s Total bits:462944 bits
Applying FMO (9](10] (I 63672, D 399064, NVE 208) 32.492 sec (3.08 fps)
(Proposal) + 2.35 % o
Restriction Search-Range 69.74 kbit/s Total bits:464952 bits 2 521 41'?§Off )
of Block & Frame within ROI (1 32736, P 432008, NVB 208) O0% Se¢ 3.0l Ibs
[Related Research) + 17.28 % 0
Re-Insertion 79.76 kbit/s Total bits:532760 bits 3 6;) 41'?37 of fos)
per 30th Picture (2) (1128192, P 404360, NVB 208) 010 see 1.0 Ips
(Difference)
The Proposal + 10.02 kbit/s +14.93 % +0.21 %
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